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AHHOTANMA

OTOT Kypc MpeaycMaTpuBacT O3HAKOMJICHHE C

CCTAMHU B LCJIIOM, a TAaKXC HO):[pO6HOC HU3YyUCHUC 0a30BEIX

MPHUHIIMTIIOB opranu3anuu cered, kommyTanuu JIBC, 6ecnipoBoanbix JIBC, MapmpyTu3zamnmu, obecredeHus
0e30MacHOCTH B KHOEpIIpOCTpaHCTBE, paboThl II00ANbHEI ceTel, BUPTyalbHBIX YacTHBIX ceTed. Kypc npusBan
MIOMOYb TOHSTH OCHOBHBIC NMPUHIMIIBI M BBIPAOOTaTh COOTBETCTBYIOUIME HABBIKM B 00JIACTH OOecIeUeHUs
0e30MacHOCTH, B TOM 4YHCIE YCTpaHEHHs yrpo3 ¢ mnomompio uHCTpyMeHToB 3ammutel JIBC. Kypc
[IpeJHa3Ha4YeH Ul IOArOTOBKHU CIIELMAIMCTOB 110 COBPEMEHHBIM CETSIM Iepesaun AaHHbIX. Ha npakruueckux
1a00paTOPHBIX 3aHATUSAX CTYHACHTHI Y4arcsi BHEAPSTH CETEBbIC TEXHOJOTHMHM M pelIaTh PaclpoCTpaHEHHBIE

MPOOIEMBI.
1. lean u 3apa4n

]_le.]'ll) AUCHUIIINHBI

- Ha4gaJIbHas MOATOTOBKA CIICIIUAJIMCTOB IO COBPEMEHHBIM CETAM NEpCaain JaHHBIX.

3agauu AU CHUIIHHBI

- n3y4yeHue 0a30BbIX MOHATHH, TEXHOJIOTHH M CTaHIAPTOB COBPEMEHHBIX CETeH Mepeaadn JaHHbIX;

- [10JIyY€HHE [IPAKTUYECKUX HaBBIKOB 10 IPOEKTUPOBAHUIO U IOCTPOCHUIO CETEN Nepeaadyy AJaHHBIX;

- TOJYYCHHE TPAKTUYCCKUX HABBIKOB
000pyI0BaHHIO.

2. Ilepeyens opMupyeMBbIX KOMIIETeH M

[0 MHCTAUIALMHU, HACTPOHMKE W YIPABIEHUIO CETEBOIO

OcBocHue AUCHUIIJIMHBI HAITPABJICHO Ha (bOpMI/IpOBaHI/Ie [$1($91474:0)11170,€ KOMHGTGHL[I/Iﬁi

KOI[ 1 HAMMCHOBAHUEC KOMIICTCHIIMHN

I/IHILI/IKaTOpBI JOCTHIXKCHHUA KOMIICTCHIIMH

VYK-2 Cnocoben onpenensite Kpyr 3a1a4d B
paMKax IMOCTaBJICHHOM LIEH U BEIOHPATh
OIITHMAJIbHBIE CITIOCOOBI UX PELICHUS, UCXO/IS 3
JEHCTBYIOIMX ITPABOBBIX HOPM, UMEIOIIUXCS
PECYPCOB U OTpaHUYCHUI

VK-2.1 ®opMynupyer COBOKYNHOCTb B3aUMOCBSI3aHHBIX
3aJa4 B paMKax I[IOCTaBJIEHHOW  1enu  paboThl,
o0ecreynBaroInX ee JIOCTHKEHUE. Omnpenensier
OKUJaeMbl€ PE3YyNbTaThl PEIIEHHUS TOCTABICHHBIX 3a]1a4

YK-3 CnocoGeH ocymecTBIsSTh COLMATBHOE VYK-3.1 Cmocoben  ycraHaBnuBaTh  pa3Hble  BHIBI
B3aUMOJICHCTBHE U PEATN30BBIBATh CBOIO POJIb B |KOMMYHHKALIUH (yuebnyto, Hay4HYIO, JIETIOBYIO,
KOMaH/Ie He(OopMaIIbHYIO U Jp.)

OIIK-2 Cnocoben ucnonb3oBarh coBpemeHnbie |OIMTK-2.1 Crniocoben MIPUMEHSTh COBPEMEHHBIE

MH(OPMAIIMOHHBIE TEXHOJIOTUU H
HporpaMMHBIE CPEICTBA MIPU PELICHHUH 33124
npodecCHOHAIBHON IeSTeIBHOCTH, COOTIoas
TpeboBaHus HHPOPMAIIMOHHOHN 0€30MacHOCTH

BBIYHMCIIMTEIFHYIO TEXHUKY W CEpBHCHI ceTn VIHTepHeT B
obnactu (cdepe) npodeccnoHaNTbHON AEITETBHOCTH

OIIK-3 Crioco6eH cocTaBisITh U 0QOpMIIST
Hay4HbIC U (UJIM) TEXHUYECKHE
(TEeXHOIOTHYECKUE, MHHOBAITMOHHBIC) OTICTHI
(my6nuKanym, MPOeKTHI)

OIIK-3.1 3HaeT oCHOBHBIC MpaBuiia OPOPMIICHHS HAYYHBIX
MyOIMKAUi U HAy9HO-TEXHUYECKOH NTOKYMEHTALUH, B TOM
YHUCIE€ C MCHOJNb30BAaHWEM NPUKIAJHOTO IPOrPaMMHOTO
o0ecrneyeHus

OIIK-4 CriocobeH ocymiecTBiIsITh cOOp U
00pabOTKy HayYHO-TEXHUYECKOHN U (MJIIH)
TEXHOJIOTHYECKOH MH(OPMAIIUK ISl PELICHHS
(yHIaMEHTAIBHBIX U MPHUKIIAJHBIX 3329

OIIK-4.1 Bnameer MerogaMM HAay4yHOTO TIOMCKA H
MHTEJJIEKTYaJbHOTO aHajdu3a HWHGOPMAIMU IpPU pEIIeHUU
3a1a4 npodeccuoHaNbHON AEATEIbHOCTH

OIlK-4.4 Bnageer HaBbIKaMU pabOTHl C KOMIBIOTEPOM H
KOMITBIOTEPHBIMH CETSAMH C IEIIbIO MOTYYCHUs, XpPaHESHHS U
00pabOTKM HAy4YHOW (TEXHHUYECKOW, TEXHOJIOTHUYECKOM)
uHpopMannun

[1K-2 CnocoGen aHanu3upoBaTh MOTyYCHHBIE B
X0ZIe HayYHO-HUCCIIEI0BATEIBCKON pabOThI
JAHHBIE U JIeTIaTh HayYHbIE BHIBOJIBI
(3aKTrOUeHMS)

[1K-2.3 CniocobeH npencTaBiiTh HayqyHbIE YTBEPKACHUS, UX
000CHOBaHMS M JI0Ka3aTeIbCTBA, HAydyHbIe MPOOJIEMBI U UX
pelieHus] SICHO M TOYHO B TEPMHUHAX, MOHSATHBIX JJIs
npoeCCUOHANBHON ayIUTOpUH, B MUCHMEHHOW W YCTHOM

dhopme

[1K-3 CnocoOeH BbIOMpaTh U MPUMEHSATH
noaxozsiee 000py10BaHHE, HHCTPYMEHTHI U
METO/IbI UCCIIEIOBAHUH IS PELICHHS 3a]1a4 B
M30paHHON IpeAMETHOM 00IacTH

[IK-3.1 3naer npuHUOMIB pabOThl M AMANA30HbI PabOYMX
apaMeTpoB MCIOIb3YEMOT0 HAyYHOTO 000pyI0BaHUS




3. IlepeyeHb NIAHMPYEMBIX Pe3yIbTATOB 00yUeHHUs! N0 AUCHMILINHE (MOLYJII0)
B pesynbrare 0CBOHUS AUCLUIIMHBI 00y4alOIINeCs JOIKHbBI
3HAThb!

- anmapaTHoe o0ecreueHue MePCOHAIBHOTO KOMIIBIOTEPa;
- OIlepallIOHHbIE CUCTEMBI;
- IBOMYHOE NPEACTaBICHNE JaHHBIX;
- IPUHIIMIIBI CBSI3K M OOMEH JJAHHBIMU B JIOKAJILHON MPOBOAHOM CETH;
- CTPYKTypa ceTH MHTepHeT 1 MPUHLIUIIBI OOMEHa JaHHBIMU MEXIY y3J1aMu B ceTu MHTepHeT;
- cxeMa MOJKJIIoueHus K MIHTepHeTy yepe3 ocTaBLIMKa yCIIyT;
- cereBbIe ycrpoicTBa B NOC;
- BUJIbl, XapaKTEPUCTUKU U MApKUPOBKA CETEBBIX Kabelel 1 KOHTaKTOB;
- cereBas anpecarus. [P-anpeca u macku monceru. Tumnst [P-agpecos u metons! ux nomyuenus. DHCP;
- MHOTOYpoBHEeBast Mozenib OSI 1 ceTeBble IPOTOKOIIBI,
- OeCTpOBOIHBIE TEXHOJIOTHH U JIOKAJIBHBIE CETH;
- yrpo3bl 0E30MaCHOCTH B JIOKAIBHOW KOMIIBIOTEPHON ceTH. MeTo/bl arak M MOJUTHKA 0E30MacHOCTH.
MesxceTeBble 3KpaHbl. Borpockl 6e30macHOCTH, akTyallbHbIE AJ1s1 IPOBAaCPOB;
- OCHOBHBIE CETEBbIE CIYXKObl. APXUTEKTypa KIMEHT-cepBep. IP-cepBHCH M NPUHIMUIBI UX PaOOTHI.
OnexrponHas noura. Ciryxx6a qomeHHbIX uMeH DNS;
- apXUTEKTypa U BO3MOXKHOCTH crcteMbl Cisco [0S;
- OCHOBHBI€ ITPOTOKOJIBI MAPIIPYTHU3ALIH;
- crpykrypa IP-agpecanus B JIBC;
- Tparcisinust agpecoB NAT u PAT;
- 0a30BbBIe HACTPOWKHK MapuipyTu3aropa. Hacrpoiika ¢ ucnonn3oanuem [0S CLI;
- 0a30BbIC HACTPOHKU KOMMYTAaTOPa;
- MEXaHU3MBbI PE3EPBHOIO KOIIMPOBAHMS U aBApUIHHOIO BOCCTAHOBJIEHUS B CETH.
YMETb:
- MpPOEKTUPOBaTh M YCTAHABIMBATH JOMAIIHIOK CETh WM CETh MAaJoro MpEeNnpusiTHs, a TaKkKe
MOAKIIOYATH €€ K THTepHeTY;
- BBIIIOJIHATH POBEPKY U YCTPAHSITH HEMONAKU CETH U MOJAKIIoueHs K IHTepHeTy;
- obecrieunBaTh OOIIMIA IOCTYT HECKOJIILKHX KOMIIBIOTEPOB K CETEBBIM pecypcam ((pakinam, mpuHTEpaM
H Ip.);
- BBIBIIAITH M YCTPAHATH YTPO3bl O€30MaCHOCTH JJOMAIIHEH JIOKaJIbHOM KOMITBIOTEPHOH CETH;
- HACTPauBaTh U MPOBEPSATH pacnpocTpaHeHHble HTepHET-IPUIIOKECHUS;
- HacTpauBarb 0a3oBbie IP-cepBrCcH ipu oMoy rpadgudeckoro naTepdetica OC;
- yCTaHaBJIMBaTh U HACTpaMBaTh YCTPOMCTBA AJISl MOAKIIIOUECHHUS K MIHTEpHETY M K cepBepam, a Takxke
BBITOJIHATB IIOUCK U YCTPAaHEHHUE HEMONA0K;
- IPOEKTUPOBATh 0A30BYIO MPOBOAHYIO HHPPACTPYKTYPY AJIS MONACPKKH CETEBOTO Tpaduka;
- obecrieunBarh noakaoueHUe K ceth WAN ¢ HCHOJIB30BaHUEM CEPBHCOB TEICKOMMYHUKAIIMOHHBIX
KOMIIaHUI;
- BBIIOJIHATH a/IEKBAaTHBIE IIPOLIEAYPbl BOCCTAHOBIICHUS IIPU aBapUsX U OCYILECTBIISITh PE3EPBUPOBAHNUE
cepBepa;
- KOHTPOJIMPOBATh IPOU3BOJUTEIBHOCTh CETH U BBISBIATH COOH;
- BBUABISITH M YCTPAHATh HEMOJNAAKH C HCIHOJB30BAHHUEM CTPYKTYpPHUPOBAaHHOH MHOTOYPOBHEBOM
HIPOLETYPHI.
BJIaJIETh:
- CO3laHME M HACTPOMKH OJHOPAHIOBOM CETH, KOMIIBIOTEPHOH CETH C IMOMOIIBI0 MapuIyTH3aropa,
0ecIpOBOTHOM CETH;
- CO3/1aHUE MOJICeTe U HACTPOUKKM OOMEHa JaHHBIMU;
- YCTaHOBKHM U HACTPOMKHU CETEBBIX YCTPOWCTB: CETEBBIX ILIAT, MapLIPyTU3aTOPOB, KOMMYTaTOpOB U
ap.;
- HUCIOJIb30BAaHUS OCHOBHBIX KOMaHJ JJsl IIPOBEPKU IOAKIIOUEHUs K VIHTepHeTy, OTCleKUBaHUS
CETEBBIX MTAKETOB, MapameTpoB IP-anpecanuy;
- MOHTa’ka Kabese «BuTast mapa» 1 MOJKIIOYEHHE KOMITBIOTEpa K CETH;
- HACTPOMKH 0€30IMacHOCTH KOMIIBIOTEPHOMN CETH;
- IONCKA U YCTPaHEHUs MPo0OIeM B KOMIBIOTEPHBIX CETSIX, UX 00CITYKHBaHUS,;
- OTCIIC)KMBAHUS IAKETOB B CETH U MPOEKTHUPOBAHUS CETEBBIX OpaHIMay3pOB.

4. Coep:xanue TUCUMILIUHBI (MOYJIs), CTPYKTYPHPOBAHHOE 110 TeMaM (pa3iesiaM) ¢ yKazaHueM
OTBEJCHHOI'0 HA HUX KOJIMYECTBA AKAAEMHYCCKUX YACOB 1 BHI0B Y4eOHBIX 3aHATHI



4.1. Paznenbl TUCTMITIIMHBI (MOJYJISI) ¥ TPYJIOEMKOCTH TI0 BUIaM yUEOHBIX 3aHSATHIA

TpyaoeMKoCTb IO BHIaM y4eOHBIX 3aHSATHH, BKITIOUAs
CaMOCTOSITENIbHYO paboTy, Jac.

No Tema (pa3nen) TUCIUTUTMHBI
Jlekrum | Cemunapsr | JlaGopar. paboTs Camocr.
pabora
1 baszoBas HacTpoiika yCTpOHCTB 1 3
2 [IpuHIMIBI KOMMYyTAIUH 1 3
3 Ceru VLAN 1 3
4 Mapumpytuzanus Mexay cetsmu VLAN 1 3
5 STP 2 3
6 EtherChannel 2 3
7 DHCPv4 2 3
8 [punuunst padotst SLAAC u DHCPv6 2 3
9 [Tpunuunst padorst FHRP 2 4
10 HpI/IHI_II/IHIZI obecrnieyeHns 0€30MaCHOCTH 5 4
JIOKAJIbHOM CEeTH
1 Hactpoiika mapamerpoB 0e30mMacHOCTH ’ 4
KOMMYTaTopa
12 |IIpunuumnst padborst WLAN 2 4
13 |Kondurypamus WLAN 2 4
14 |IIpuHIMIBI MapIIPyTH3ALUN 2 4
15 Craruueckas [P-mapmpyruzanus 2 4
Ilouck w  ycTpaHeHHE  HEMOJAMIOK,
16 |CBASAHHBIX co CTaTU4YECKUMHU ) 4
MapmpyTaMd M MapupyTamd IO
YMOJIYaHUIO
17  |Texyuuit koHTpoib Nel 2 4
18 Mpurnmner OSPFV2 nns onHol obmactu 2 4
19  |Hacrpoiika OSPFv2 st omHOM oOnacTu 2 4
20 [Tpunnuner obecriedeHust 0€30MaCHOCTH ) 4
CeTH
71 [IpuHLIMOBI CO3MaHMS CIIMCKOB KOHTPOJIS 5 4
JocTyna
Crucku KOHTPOJIS JIOCTyTIa B
22 koH(urypauusax [Pv4 2 4
23 NAT gnsa IPv4 2 4
24  |Ilpunumisl padotert WAN 2 4
25 [Tpunuunst padotsr VPN u [Psec 2 4
26  |IIpunummst padoter QoS 2 4
27 VYhpagneHue ceTaMu 2 4
28  |IIpoexTtupoBaHue ceren 2 4
29 [louck u ycTpaHeHHe HENOJAIOK B CETH; 5 4
oTIajKa CeTH
30 |Bupryanuszamus ceTu 2 4
31 ABTOMaru3anus ceTu 2 4
32 |Texymmii koHTpOIb Ne2 2 4
Nroro gacos 60 120
[loaroroska k sK3aMeHy 0 gac.




OO01mas TpynoEMKOCTh 180 yac., 4 3au.en.

4.2.

Coneprxanue JUCIUIUIAHBI (MOAYIS), CTPYKTYPUPOBAHHOE TIO TeMaM (pasziesiam)

Cemectp: 5 (Ocennwii)

1. ba3oBas HacTpoiika yCTpONCTB

IlepBoHaganbHasgs HacTpolka KommyTtaropa. HacTpoiika mDoOpTOB KOMMYyTaropa. YIOaJeHHBII
3alMILEHHBIA AoCcTyI. HacTpoiika OCHOBHBIX DapameTpoB Mapupyrtuszaropa. [IpoBepka cBs3u
MEXAY MOAKIIOYEHHBIMHU HANPSAMYIO CETSIMU.

2. ITpyHIUIIBI KOMMYTALUK
[Tepecoinka kanpoB. KoMMyTalimoHHbIE TOMEHBI.
3. Cetu VLAN

OO030p BUPTYyalbHBIX JIOKAJIBHBIX ceTel. BupTyasnbHbIe JOKaJbHBIE CETH B Cpele C HECKOJIbKUMHU
KoMMyTaTopamu. HacTpoiika BUpTyaabHOH JOKaJbHOM ceTH. Maructpand BUPTYaJIbHBIX JOKaJIbHBIX
cereil. [lunamuueckuit mpotokon TpankuHra (DTP).

4. Mapmpytuzanus Mmexay cetsMmu VLAN

[IpyuHiMOBl  MaplIpyTH3aLUUMM MEXIY BUPTYalbHbIMM JIOKIbHBIMM  ceTaMu. Hactpoiika
MaplIpyTU3allud  MEXIy BHUPTYaJIbHBIMH JIOKQIBHBIMA CETAMH Ha 0a3e KoH(UTypauuu
router-on-a-stick. MapmpyTuzamust Meka1y BUPTYaJIbHBIMH JIOKAJIbHBIMU CETSIMH C HCIIOJIb30BAaHUEM
MHOTOYPOBHEBBIX ~KOMMYTaTopoB. [IpobiemMbl ¢ TOAKIIOYEHHUSMH MEXKIY BHUPTYaJIbHBIMH
JIOKAJIbHBIMU CETSAMU.

5. STP

Haznauenue nportokona STP. [Tpunnmmst padotsr STP. Dsomtonus STP.

6. EtherChannel

[puanuner padorer EtherChannel. Hactpoiika EtherChanne.l [lowck m ycrpanenue mpoOiem B
pabotre EtherChannel.

7. DHCPv4
[punuunst padorst DHCPv4. Hacrpoiika cepsepa DHCPv4. Hacrpoiika knnenta DHCPv4.
8. [Ipunnumnst padorst SLAAC u DHCPv6

SLAAC u DHCPv6. Hacrpoiika DHCPv®6.

9. llpunuuns! padotst FHRP

Pe3epBI/IpOBaHI/Ie nepBOro CErMeHTaA.




10. TTpunnuIer 0becneueHust 6€30MaCHOCTH JIOKAIBHOW CETH

BezonacHocTh OKOHEYHBIX yCTpoicTB. KoHTponb moctymna. Yrpo3sl 06e30MacHOCTH Ha YpOBHE 2.
Araka Ha TaOnuiy MAC-aznpecoB. ATaku Ha JIOKAJIIbHYIO CETh.

11. Hactpoiika napaMeTpoB 6€301aCHOCTH KOMMYTaTopa

Obecrieuenue Oe3zomacHOCTH MOpPTOB. OTpa)XeHHWE arak Ha BHUPTyallbHBIE JIOKAJbHBIC CETH.
OTtpaxenue arak uepe3 DHCP. Orpaxenue atak uepe3 ARP. Otpaxxenue arak uepe3 STP.

12. Tpuanumnet padboret WLAN

BBenenne B TexHoioruu OecripoBOAHON CBsi3H. KOMITOHEHTHI GECIPOBOIHBIX JIOKAJIBHBIX CETeil.
[Ipunumner padotel GecipoBonHOM JokanbHOM cetd. Ilpunnuner padotst CAPWAP. Yhpasnenue
KaHalaMd. YTpo3bl Ui OSCHpPOBOAHBIX JIOKANBHBIX CETEH. bezonacHocTh OecnpoOBOIHBIX
JIOKaJIBHBIX CETEH.

13. Koudurypamus WLAN

HacTtpoiika 6ecripoBOHBIX JIOKAIBHBIX CETel JJIsl YIAIeHHBIX 00beKTOB. HacTpolika KOHTpOIIIEpOB
OecrpoBOIHBIX JIOKAJIBHBIX ceTed. [lonck n ycrpanenue mpobiaem ¢ 0ecIpOBOAHBIMH JIOKAJbHBIMHU
CETAMHU.

14. TlpuHOUTIBI MapUIPYTHU3AIUU

OyHKUMOHAJBHBIE BO3MOXKHOCTH MaplIpyTH3aTtopoB. Ilepechluika makeToB OT UCTOYHUKA OOBEKTY
HazHaueHMs. OCHOBHBIE MTapaMeTpbl MapuipyTu3aropa. Tabmuna [P-mapmpytuzanuu. JuaaMudeckast
U CTaTHYEeCKasi MapIIpyTH3ALMSL.

15. Crarnueckas [P-mapmpyTusanus

Hacrtpolika cratuueckux wapumpyToB s nepecbuiku IP-nmakeroB. Hacrtpolika cratmdeckux
MapupyToB uisl nepechlnkd IP-makeroB mo ymomdanuroo. HacTpoiika maBarIuX CTaTHUECKHX
MapupyToB. HacTpoiika cTaTH4eCKUX MapuIpyTOB XOCTOB.

16. Ilouck u ycTpaHeHue HENoNaA0K, CBI3aHHBIX CO CTaTUYECKUMU MapLIpyTaMU U MapUIpyTaMu IO
YMOTYaHHIO

O06paboTKa MaKeToB ¢ MCIOJIB30BAaHUEM CTaTUUYECKUX MapuipyToB. [lonck u ycTpaneHue mpobdiem c
koH(uUrypanuei crarnaeckux MapupyToB [Pv4 u mapmipyros [Pv4 mo ymondanuto.

17. Texymmii koHTpoIsb Nel
PyGesxHb1it koHTpOIH Nel
Cemecrtp: 6 (Becennuit)
18. Ipunanuner OSPFv2 anst ogHo#t o6nactu

Ocob6ennoctu u xapakrepuctuku OSPF. ITaketst OSPF. Ipuntumne: padoter OSPF.



19. Hactpoiika OSPFv2 st omHOM obnacTu

Unentudpukarop mapmpytuzaropa OSPF. Ceru OSPF tuna «rouka-touka». Ceru OSPF ¢
MHOXeCTBeHHbIM JocTyrnoM. W3menenne OSPFv2 mns omHoii obmacru. Pacmpoctpanenue
MapipyTa o ymondanuio. [lposepka padorst OSPFv2 nns omnoit obnactu.

20. [TpuHummne obecrieueHus: 0€30MaCHOCTH CETH

Texkymuii ypoBeHb KuOepOE30MacHOCTH. 3JIOYMBIIUIEHHUKH. WHCTPYMEHTBI 3710YMBILUICHHUKOB.
Bpenonocnoe I10. PacnpocTpanennsie cereBble araku Ysa3Bumoctd [P u yrpossl. Yazsumoctu TCP
u UDP. IP-cepBucel. [lpakTnyeckue pexkoMEHIAMH IO OOECIEUEeHUIO CETEeBOM 0e30MacHOCTH.
Hludposanwue.

21. IIpuHIMIIBI CO3/IaHUS CIUCKOB KOHTPOJIA JOCTyIa

Ha3Hauenue cnuckoB KOHTpoJisi jgoctyna. IllabioHHBIE Mackd B CHHMCKAax KOHTPOJS OCTYIIL.
PexoMeHaiu 1o CO3MAaHHUIO CIIUCKOB KOHTPOJIS IOCTyMA. THIBI CIIUCKOB KOHTPOJIS JOCTyMHa s
1Pv4.

22. CnucKy KOHTPOJIs JocTyna B KoHpurypauusx [Pv4

Hacrtpolika cTanmgapTHBIX CIHCKOB KOHTpona goctyna ans [Pv4. M3meHeHue CHHUCKOB KOHTPOJIS
noctyna s [Pv4. 3amura noproB VIY ¢ mOMOIIBIO CTAaHAAPTHOTO CIHUCKA KOHTPOJS JOCTyMa s
IPv4. Crpykrypa pacmmpeHHOTO CIUCKa KOHTpoJis aoctyna s [Pv4. Hacrpoiika pacmimpeHHBIX
CIIUCKOB KOHTpoJIA Joctyna ajs [Pv4.

23. NAT g [Pv4

Xapaxrepuctuku Texnonorun NAT. Tumnbl npeoOpazoBanust NAT. [IpenmymectBa npeoOpa3oBaHust
NAT. Hacrpoiika cratnueckoro npeoopazoBanust NAT. HacTpoiika tTuHaMUYeCKOTO MpeoOpazoBaHus
NAT. Hacrpoiika npeo6pazoBanust PAT. NAT u [Pv6.

24. Ilpunnumnsl padorsr WAN

Haznauenue rmoGanbHbIx ceTeld. [IpuHIunBl paboThl I00aNbHBIX ceTeld. MHPpacTpyKTyphl 4acTHBIX
m100aneHBIX cetell. MHdpacTpykTypa 001enoctynHoi mobanbHoi cetu. Beibop cirysx0 mobanbHoi
ceru. Ilepenaya qaHHBIX 110 KaHAIY IIOCJIENOBATENbHON CBA3U. [IIMPOKOIIOIOCHBIE TOIKIFOUECHHUS.

25. Tpunnummnst padotsl VPN u [Psec

TexHonorus co3anus BUPTyalbHbIX YACTHBIX ceTeil. TUIIbI BUPTYaJbHBIX YaCTHBIX ceTel. IIpoTokon
IPsec.

26. [Ipunuumnst padotsr QoS

KadecTtBo mepenaun JaHHBIX TO CETH. XapaKTEPUCTHKH Tpaduka. AJNTOPHUTMBI OpraHU3aluU
ouepenu. Momenn obOecrnieueHuss kadectBa oOciayxuBaHus. CrocoObl oOecreueHus KadecTBa
00CITy)KUBAHUSL.

27. YnpaBieHue ceTsIMu

OOHapyxeHue YCTpOHMCTB ¢ momomlsio mpoTtokona CDP. OOHapykeHUe YCTPONCTB € MOMOIIBIO
npotokona LLDP. Ilporokon NTP. [Ipunuuner padorst SNMP. Ilpunnumnel paboTsl ¢ CUCTEMHBIM
xypHanoM. [lomaepkka ¢ailoBOd cHCTEMBl MapIIPyTH3aTopa M KOMMYyTaropa. YIpaBleHHE
obpaszamu [OS.



28. [IpoextupoBanue cerent

KonBepreHTHBIE CETH. KommyTupyemsie cern. Macmtabupyemsle cetd. KommyranmoHHOe
o0opynoBanue. O0OpyIOBaHUE AJIS1 MAPILIPYTH3ALMH.

29. Ilouck u YCTPpAHCHHUC HCIIOJIAAO0K B CCTHU; OTIIaZIKa CCTU

JokymeHranus mo cetd. llporenypa moucka U yCTpaHEHWs HEMONAJoK. BhIsiBIEHHE MpoOieM ¢
ITOMOIIBI0 MHOTOYpPOBHEBBIX Mopened. WHCTpyMEHTBl A TOWCKa M YCTPAaHEHHA HENOIaloK.
Cumnromsl ¥ IPUYKHBI TIPoOJIeM ¢ ceThio. [lonck u ycrpanenne Henonanok ¢ [P-nogximtodeHusIMY.

30. Bupryanuzarus cetu

PacripenencHHble  BBIYKMCICHUS; OOJayHble BbIUMCICHUS. Bupryammszanms. HWudpacTpykrypa
BHUpTyanbHOU ceTu. [Iporpammuo-onpenensemas cetb. KoHTposuiepsl.

31. ABTOmMaTu3anms ceTH

00630p aBromaruzauuu. @opmarel nanubix.  APl-untepdeticel. Apxurekrypa REST. Ynpasnenue
koH(urypamusmu. Cetn Ha ocHoe HamepeHus u Cisco DNA Center.

32. Texymmii koHTpOIIb Ne2
Texymuit KOHTpOIH No2

5. Onucanue MaTepuaJIbHO-TeXHNYECKOH 0a3bl, HeOOXOIMMON AJI5l OCYLIeCTBJIEeHHS 00pa30BaATEJILHOIO
npouecca 1no JUCUUILInHe (MOIYJII0)

Ha naGopatopHbIX 3aHATHUSIX UCTIONB3YIOTCS KOMITBIOTEPHAS Cpeia JUIsl MPOSKTHPOBAHUS,
MOJIETTUPOBaHUs pabOTHI U aHalTN3a KOMITBIOTepHBIX ceTeill - Packet Tracer.

J71st KOHTPOJIA ¥ KOPPEKIIUU 3HAHUH HCTIONb3yeTC KOMIIbIOTEPHBIE TECTHI, B TOM YHUCIIE C
ucronb3oBanueMm Packet Tracer.

B mporecce caMmocTosTENEHON pabOThl 00YYaIOIIUMUCS UCIIOIB3YIOTCS BBINIETIEPEUNCIICHHAS
JIUTEpaTypa U UHTEPHET PECYPCHI.

6.IlepeyeHb pekoMeHAYeMOM JIUTEPATYPHI

OcHoBHas JuTeparypa

1. Kommprotepusie cetu [Teker] = Comput / . Tanenbaym, JI. Yazepomr ; mep. ¢ anm. A.
I'pebenbkoBae|yuebnuk aiist By3oB| - CI16ITurep,2015

JomnonHurensHas aureparypa

1. KoMIiproTepHbIE€ CETH: IPUHLUIIBI, TEXHOJIOTUH, IPOTOKOIBI, ydeOHOe ITocoOue st By30B : PEK.
M-Bom obOpazoBanus u Hayku PO /B. I. Onudep, H. A. Onudep. Cankr-IlerepOypr, [Tutep, 2019

7. llepedyeHn pecypcoB HH(POPMANMOHHO-TEJIEKOMMYHUKAIMOHHOI ceTH ""UHTepHET", HEOOXOTUMBIX
JJI51 OCBOEHHSI TUCIMIIJIMHBI (MOTYJIs)

1. YueOHble MaTepHaibl pa3MeLIeHbl Ha CEPBEPE U JIOCTYIHBI CTY/ICHTaM IO CETH.
https://www.netacad.com/ - caliT ceTeBoii akaJeMUH, COIEPIKUT CChUTKA HA MHOXECTBO JIPYTHX
pecypcos.

8. IlepeyeHb MH(POPMANMOHHBIX TEXHOJIOTHIi, HCIIOIb3yEeMbIX NPH OCYLIECTBJICHNH 00pa30BaTeILHOIO
npouecca 1o AMCUMILIMHe (MOAYJII0), BKJII0OYasi lepeYeHb He00X0AUMOr0 NPOrpaMMHOI0 olecredyeHust
H HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXOAMMOCTH)



VYyeOHast TUCIMITIMHA 00ecTieYeHa IIEKTPOHHBIM Y4eOHO-METOMNIECKIM KOMILIEKCOM, KOTOPBIT
JIOCTYTIEH CTY/ICHTaM M BKJIFOYACT CJICTYFOIINE KOMITOHEHTHI;

- HHTEPaKTUBHBIN YYeOHUK 110 BCEM TeMaM Kypca, COIep KAl aHUMAITHOHHEIE W BHICOPOJIUKH,
KOMITbIOTEPHBIE T€CThI, MyJbTUMEIUNHBIEC IPAKTUUECKUE 3aJaHUS;

- KOMITBIOTEPHAS Cpejia AJisl IPOCKTHPOBAHUS, MOJISIIUPOBAHUS paOOTHI M aHAJIN3a KOMITBIOTEPHBIX
cereii Packet Tracer;

- METOIMYECKHUE PEKOMEHIAINH TT0 BBITIOJIHEHUIO Tab0paTopHbIX paboT B BUPTyanbHOM cpene - Packet
Tracer;

- UIHT€PaKTUBHBIE TECTHI;

- METOAMYECKUE PEKOMEHJIAINH IO BBITIOIHEHUIO JIA0OPATOPHBIX PaboT C peabHbIM 000py/IOBaHHEM.

9. MeToauveckue YKazaHnus NJist oﬁyqaloumxm 0o 0OCBOCHMIO JTUCIHUIIINHBI (MO)_IyJ'lﬂ)

Mertonuieckre MaTepualibl, ONpEAesSIoNIne MPoIeIypbl OICHUBAHUS 3HAHUH, YMEHHH, HAaBBIKOB W
(unn) ombITa NEATETLHOCTH

[IpoBepka MpakTUYECKUX HABBHIKOB, TEOPETUYECKUX 3HAHWH WM YMEHWH JOIDKHA OCYIIECTBISATHCH TIO0
pe3ynbTaraM TEKYIIero U MPOMEKYTOYHOTO KOHTPOIIsl 0e3 CIEIUabHBIX OMPOCOB B KOHIE CeMecTpa.
Ecnu oTnenpHBIM cTyneHTaM TpeOyeTcsl MOTOTHUTENbHAS MTPOBEPKaA, TO OHA MPOBOAMTCS C ITOMOIILIO
WHIMBH/yaJbHBIX TEOPETUYCCKUX U MPAKTHUECKHUX 33JIaHU U J1a0opaTropHBIX padoT, aHAIOTUYHBIX
TeM, KOTOPBIE UCIIOJIE3YIOTCS B TEKYIIEM U TPOMEKYTOUYHOM KOHTPOJIE.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

10 HANPABJIEHUIO: IIpuknagaple MaTeMaTHKa U (pU3NKa

npopuJib NOArOTOBKHU: PaanorexHuka 1 KOMIIBIOTEPHBIC TEXHOIOTUU
Oustex-mkona Paguorexuuku nu Komnerorepubix TexHonoruii
HEeHTp oOpazoBarenbHbIX nporpamm OPKT

Kypc: 3

kBaTuuKkanus: OaxanaBp

Cemectpbl, HOpMbI IPOMEIKYTOUHON ATTECTAIMH:
5 (ocennwuii) - 3auer

6 (Becennwii) - luddepeHnnpoBaHHbIN 3aUeT

Pa3paborunk: AJL Jluneun, KaHA. TEXH. HAYK, JOLEHT, JOLICHT



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kon 1 HauMeHOBaHME KOMIIETEHIINH NHIuKaToOpbl JOCTHKEHNUS KOMIIETEHIINH
YK-2 CriocoGen onpenensite Kpyr 3a/1a4d B YK-2.1 ®opmynupyeT COBOKYNMHOCTh B3aHMMOCBI3aHHBIX
paMKax OCTaBJICHHOM LENH U BBIOMPATh 3aJad B paMKax  IIOCTaBJIEHHOW  wenu  paboTsl,
OINITHMAJIbHBIE CIIOCOOBI UX PELICHUs, UCXO U3 |00eCTIeUNBAIOLINX ee JOCTHIKEHUE. Omnpenensier

JEHCTBYIOIIMX NPABOBBIX HOPM, HMEIOIIUXCS  |0KHUAAEMBIE PE3yJIBTaThl PEHIEHUS TOCTABIECHHBIX 3aa4d
PECYPCOB ¥ OTpaHUYEHUI

YK-3 Crnocoben ocyniecTBIsITh COIMANBEHOE VYK-3.1 CrnocobeHn  ycTaHaBnuBaTh  pa3Hbie  BHJIBI
B3aMMOJICHCTBHE U PEaTM30BbIBATH CBOIO POJIb B |KOMMYHHKALIUN (yuebnyto, Hay4HYIO, JIEJIOBYIO,
KOMaHj1e He(OopMalILHYIO U JIp.)

OIIK-2 Cnocoben ucnonb3oBars copemennsie |OITK-2.1 Crniocoben MPUMEHSTh COBPEMEHHEBIE
MH()OPMALMOHHBIE TEXHOJIOTUHU U BBIYHMCIIMTENIBHYIO TEXHUKY U CEpBHCHI ceTu VIHTepHeT B
MpOrpaMMHBIE CPEJICTBA IIPH PeLIeHUH 3a1ad  |obnactu (cdepe) npodeccHoHaNbHOMN AesITeTbHOCTH

poheCCUOHATBHOM JIeITENILHOCTH, COOTIOnas
TpeboBaHUg MHOOPMAIIMOHHOW OE30TIaCHOCTH

OIIK-3 CriocobeH cocTaBisTh U 0HOpMIIATH OIIK-3.1 3HaeT ocHOBHBIEC MpaBWiia OPOPMIICHHUS HAYIHBIX
Hay4HbIE U (WIN) TEXHUYECKUE MyOIMKaUi 1 HAYYHO-TEXHUYECKOM JOKyMEHTAIlUH, B TOM
(TexHONIOrNYEeCKUE, MTHHOBAL[MOHHBIC) OTYETHl  |YHCIIE C HCIIOJIb30BAHUEM MPHUKIATHOTO IPOrPaAMMHOIO
(TmyOnuKanum, mMpoeKThI) obecrnieueHust

OIIK-4.1 Brmageer weTromaMu Hay4HOrO TIOMCKa |
WHTEJUIEKTyaJIbHOTO aHalin3a WHGOpPMalKU NpPHU PEICHUH

OIIK-4 CriocobeH ocymecTBIsITh cOop 1 9
3aj1a4 MpodeCcCHOHANBHOM JeATeIbHOCTH

00pabOTKy HAYYHO-TEXHUYIECCKOH U (VITH)
TEXHOJIOTUYECKON MH(POPMAIHH /ISl PEIICHUS
(byHIaMEHTAIBHBIX M IIPUKJIAJHbIX 33134

OIIK-4.4 Bnageer HaBbIKaMu pabOTHl C KOMIIBIOTEPOM H
KOMIIBIOTEPHBIMU CETSMU C LIENbIO [IOJYyUYEHUs], XpPaHEHUS U
00pabOTKM Hay4yHOUW (TEXHHYECKOW, TEXHOJOTHYECKOMN)
nHpopMaIun

[TK-2.3 CniocobeH npencTaBiiTh HaydyHbIC YTBEPKIACHUS, NX
000CHOBaHMSI M J0KA3aTeNbCTBA, HAYYHBIC MPOOJIEMBI U UX
pelieHnss SCHO M TOYHO B TEPMHHAX, MHOHATHBIX IS
npoeCCUOHANBHON ayaIuTOpHH, B MUCHbMEHHOW M YCTHOM

dopme

[MK-2 CriocobeH aHanu3upoBaTh MOTyUYCHHBIE B
XO0JIe HayYHO-HCCIIEe0BATENLCKON paObOThI
JIAHHBIC U J€J1aTh HAyYHBbIC BHIBOJIBI
(3aKITrOUCHMS )

[MK-3 CriocobeH BbIOMpATh U IPUMEHSTh [MK-3.1 3naer mpuHNUIEI pabOThl W AMANa30HbI PabOYMX
noaxozsiee 000py10BaHHEe, HHCTPYMEHTBI M |[TapaMETPOB HCIIOIB3YEMOT0 HayYHOTO 000pYy/IOBaHUS
METO/Ibl HCCIJICIOBAHUM IS peIlieHHs 3a/1a4 B
n30paHHON MTPEIMETHOM 00JIacTH

2. Iloka3are i OLleHUBAHUS KOMIIeTeHITHH

B pesynbrare usyuenus pucuuiuinabl «Jlaboparoprs nHOOKOMMYHUKAIIMOHHBIX TEXHOJIOTUIY 00yUYaoLIHiics
JIOJKEH:

3HATb:



- anmapaTrHoe o0ecredeHue MePCOHAIBHOTO KOMIIBIOTEPa;
- OIlepaLlIOHHbIE CUCTEMBI;
- IBOMYHOE NPEACTaBICHNE JaHHBIX;
- IPUHIIMIIBI CBSI3K U OOMEH JJAHHBIMU B JIOKQJILHON MPOBOIAHOM CETH;
- CTPYKTypa ceTH MHTepHeT 1 MPpUHLIUIIBI 0OMEHa JaHHBIMU MEXKIY y3JIaMu B ceTu MHTepHeT;
- cxeMa MOJKJIIoueH!s K MIHTepHeTy yepe3 ocTaBLIMKa yCIIyT;
- cereBble ycrpoicTBa B NOC;
- BUJIbl, XapaKTEPUCTUKU U MAapKUPOBKA CETEBBIX KaOelel U KOHTaKTOB;
- cereBas anpecanus. [P-agpeca u macku monceru. Tumnst [P-agpecos u metons! ux nomydenus. DHCP;
- MHOTOYpoBHEeBast Mozenib OSI 1 ceTeBble TIPOTOKOIIBI;
- 0eCTpOBO/IHBIE TEXHOJIOTHH U JIOKAJIbHBIE CETH;
- yrpo3bl 0E30MaCHOCTH B JIOKAIBHOW KOMIIBIOTEPHON ceTH. MeTo/bl arak M MOJUTHKA 0E30MacHOCTH.
MesxceTeBble 3KpaHbl. Borpockl 6e30macHOCTH, akTyallbHbIE AJ1s1 IPOBAHICPOB;
- OCHOBHBIE CETEBbIE CIYXKObl. APXUTEKTypa KIMEHT-cepBep. IP-cepBHCHI M NPUHIMUIBI UX PaOOTHI.
OnexrponHas noura. Ciryxx6a qomeHHbIX uMeH DNS;
- apXUTEKTypa U BO3MOoKHOCTH crcteMbl Cisco [0S;
- OCHOBHBI€ ITPOTOKOJIBI MAPIIPYTHU3ALHH;
- crpykrypa IP-agpecanus B JIBC;
- parcisinust agpecoB NAT u PAT;
- 0a30BbBIE HACTPOHKHK MapuipyTu3aropa. Hacrpoiika ¢ ucnons3oanuem [0S CLI;
- 0a30BbIC HACTPOHKU KOMMYTAaTOPa;
- MEXaHU3MBbI PE3EPBHOIO KOIIMPOBAHMs U aBapUIHHOIO BOCCTAHOBJIEHUS B CETH.
YMeThb:
- MpPOEKTUPOBaTh M YCTAHABIMBATH JOMAIIHIOI CETh WM CETh MAaJoro MPEeINpusATHs, a TaKkKe
MOAKIKOYATh €€ K THTEepHeTY;
- BBIIIOJIHATH POBEPKY U YCTPAHSITH HEMONAKU CETH U MOJAKIIOueHs K IHTepHeTYy;
- obecrieunBaTh OOIIHIA IOCTYI HECKOJIILKHX KOMIIBIOTEPOB K CETEBBIM pecypcam ((patinam, mpuHTEpaM
H Ip.);
- BBIBIIAITH M YCTPAHATH YTPO3bl O€30MaCHOCTH JJOMAIIHEH JIOKaJIbHOM KOMITBIOTEPHOH CETH;
- HACTPauBaTh U MPOBEPSATH pacnpocTpaHeHHbIe HTepHET-IPUIIOKECHUS;
- HacTpauBarb 0a3oBbie IP-cepBrCcH ipu oMoy rpadudeckoro naTepdetica OC;
- yCTaHaBJIMBaTh U HACTpaWBaTh YCTPOMCTBA AJIsl MOAKIIOUEHUS K MIHTEpHETY M K cepBepam, a Takxke
BBITOJIHATB IIOUCK U YCTPAaHEHHUE HEMONA0K;
- IPOEKTUPOBATh 0A30BYIO MPOBOIHYIO HHPPACTPYKTYPY AJIs MONACPKKH CETEBOrO Tpaduka;
- obecrieunBarh noakiaoueHUe K ceth WAN ¢ HCHOJIB30BaHUEM CEPBHCOB TEICKOMMYHUKAIIMOHHBIX
KOMIIaHUI;
- BBIIOJIHATH a/IEKBAaTHBIE IIPOLIEAYPbl BOCCTAHOBIICHUS IIPU aBapUsX U OCYILECTBIISITh PE3CPBUPOBAHNUE
cepBepa;
- KOHTPOJIMPOBATh IPOU3BOJUTEIBHOCTb CETH U BBISBIATH COOH;
- BBUABISITH M YCTPAHATh HEMOJNAAKH C HCIHOJIb30BAHHUEM CTPYKTYpPUPOBAaHHOH MHOTOYPOBHEBOM
IIPOLETYPHI.
BJIaJeTh:
- CO3lIaHME M HACTPOMKH OJHOPAHTOBOM CETH, KOMIIBIOTEPHOH CETH C IMOMOIIBIO MapuIyTH3aropa,
0ecIpOBOTHOM CETH;
- CO3/1aHUE MOJICeTe N HACTPOUKKM OOMEHa JaHHBIMU;
- YCTaHOBKHM U HACTPOMKHU CETEBBIX YCTPOWCTB: CETEBBIX ILIAT, MapLIPyTH3aTOPOB, KOMMYTaTOpOB U
ap.;
- HUCIOJIb30BAaHUS OCHOBHBIX KOMaHJ JJsl IIPOBEPKU NOAKIIOYEHUs K VIHTepHeTy, OTCleKUBaHUS
CETEBBbIX MTAKETOB, MapameTpoB IP-anpecanuy;
- MOHTa’ka Kabesel «BuTast mapa» 1 MOJKII0YEHHE KOMITBIOTEpa K CETH;
- HACTPOMKH 0€30IMacHOCTH KOMIIBIOTEPHOMN CETH;
- IONCKA U YCTPaHEHUs MPo0OIeM B KOMIBIOTEPHBIX CETSIX, UX 00CITYKHBaHUS,;
- OTCIIC)KMBAHUS IAKETOB B CETH U MPOEKTHUPOBAHUS CETEBBIX OpaHIMay3pOB.

3. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIPOCOB, 3aJaHHI1, TeM JJIsl IOATOTOBKHU K TeKylIeMy KOHTPOJII0

Texymmii KOHTPOJIb YCIIEBAEMOCTH B 5-OM  CEMECTpPEe OCYMIECTBISIETCS MO OICHKH (CIauu)
nabopaTopHBIX padoT.

Texymuii KOHTPOJIb YCIEBAEMOCTH B 6 CEMECTPE OCYIIECTBISIETCS 110 OLEHKHU (C1a4M) J1ab0paTOpPHBIX
pabor.



4. llepeyens TUNOBBIX (MPUMEPHBIX) BONMPOCOB U TeM [IJIsl IPOBeAeHUs IPOMEKYTOUHOI aTTecTalluu
o0yuarumuxcst

5-ii cemecTp 3a4eT - OLIEHKa YCIIEBAEMOCTH OCYLIECTBISICTCS IO Pe3ysbTaraM KOHTPOJIBHOH paboThl,
Bonpocs! KOHTPOJIEHOM PabOTHI:

JlokanbHbIe U TII00ABHBIE CETH, CeTh MIHTEepHET
KonsepruposanHas ceTb

Hacrpolika ceTeBoil OnepalliOHHON CUCTEMBI
CereBble IPOTOKOJIbI U CTAHIAPTHI

ITpoToxoms! pU3nIecKOro ypoBHS

Cpena nepenadu JaHHBIX

IIpoToKOIIBI KaHAJIBHOIO YPOBHS

e AN N T M

VYnpagieHue A10CTYIIOM K Cpezie Iepeaadyy JaHHbIX

9. Tlporoxkon Ethernet

10. TIportokon paspemenust agpecos (ARP)

11. KommyTaTopsl ISt TOKAJIBHBIX CeTel

12. TIpoTOKOJIBI CETEBOTO YPOBHS

13. MapupyTtu3zanus

14. MapuipyTu3aTopsl

15. Hactpoiika mapuipyTusaropa

16. IIpoTOKONBI TPAHCHIOPTHOTO YPOBHS

17. TCP u UPD

18. IP-ampecamus. CereBble anpeca [Pv4

19. Ceresrnle anpeca [Pv6

20. [IpoBepka coenuHeHUs

21. Pa3nenenue IP-ceteil Ha noxnceTu

22. Opranuzauusg noacereit cetu [Pv4

23. OcobenHoCTH TIpOoeKTHpOBaHus st [Pvo

24. TIpoTOKOIBI YPOBHS MPUIIOKEHU N

25. IlInpoko U3BECTHBIEC CYKOBI U IIPOTOKOIIBI YPOBHSI MIPHIIOKESHUH
26. Mepsl o obecriedeHn o 0e30MacHOCTH CeTH

27. OcHOBHBIE paboure XapaKTEPUCTUKU CETH

28. Yrpasnenue (aiinamu konpurypanuu [0S

29. BeTpoeHHble Ci1yKO0bl MapIIpyTH3aluu

30. KommyTHpyemsble cetu

31. OcHOBHBIE KOHIEMIIUN KOMMYTAIINH U €€ HacTpoiika

32. bazoBble mapamMeTpbl KOMMYyTaropa

33. be3omnacHOCTh KOMMYTAaTOpa: yNpaBJieHHe U BHEAPEHUE
34. CermeHTalus BUPTyalbHbIX JOKaIbHbIX ceTeil (VLAN)
35. IIpoektupoBaHue U 6€30MaCHOCTh BUPTYAIBHBIX JTIOKaNbHBIX ceTelt (VLAN)
36. KoHuenus MapupyTu3aluu

37. HayanpHas ycTaHOBKa MapIIpyTH3aTopa

38. Pemienus MapumipyTU3aliu

39. Onepanuu MapupyTusaropa

40. Pexomenayembie MeToabl paboTel ¢ VLAN

41. Hactpoiika mapmpytuzanuu Mexay VLAN

42. YcrpaHeHue HeMoMaI0K MapupyTuzaunu mexay VLAN
43. KommyTarus ypoBHs 3

44. CraTtndeckas MapuIpyTH3aus

45. HacTpoiika cTaTHUY€CKUX MapIIpyTOB H MapHIPyTOB IO YMOIYAHHUIO



46. Anamu3 CIDR u macku noncetu nepemenHoi Jinab (VLSM)
47. Hacrpoiika o0IInX 1 TIIABAIONIUX CTATHYECKUX MapIIpyTOB
48. YcTpaHeHue HeNolIa 0K CTaTUYECKOro MapIlpyTa U MapuIpyTa 10 yMOIYaHUIO

6-i1 cemectp nuddepeHIMPOBaHHBIN 3a4eT - OLIEHKa yCIIEBAEMOCTH OCYIIECTBIICTCS MO pe3ysbTaTaM
KOHTPOJIBHOH paboThI:

Bonpocs! KOHTpOJIbHOM paOOTHI:

JlokaneHbIe U TI00ANBHBIE CETH, ceTh HTEpHET
Kongepruposannas cetb

Hacrpoiika ceTeBoil onepalluOHHON CUCTEMBI
CeteBble TPOTOKOJIBI M CTAHAPTHI

[IpoToxonb! hU3HUECKOTO YPOBHS

Cpena niepenadn JaHHBIX

[IpoToKOIIBI KaHAIBHOTO YPOBHS

VYhpagneHue JOCTYNOM K cpelie epeayu JaHHbIX

e A Al ol e

[Ipotokon Ethernet
. [Iporoxon pa3pemenus aapecos (ARP)

—_ —
_ O

. KommyTarops! amst nokansHBIX ceTeit

12. IIpOTOKOJIBI CETEBOTO YPOBHS

13. MapmpyTtuzanus

14. MapmpyTu3aTopsl

15. Hactpoiika mapupyTusaTopa

16. IIpoTOKOIBI TPAHCIOPTHOTO YPOBHS

17. TCP u UPD

18. IP-ampecarus. CereBble anpeca [Pv4

19. CeteBrle agpeca IPv6

20. IIpoBepka coequHEHUS

21. Paznenenue IP-cerei Ha moaceTn

22. Opranuzanus noaceredt cetu [Pv4

23. OcobenHoctu npoekTupoBanus ajs [Pvo

24. ITpOTOKOJIBI YPOBHS MPUIIOKEHUN

25. I1lupoxo U3BECTHBIE CITY>KOBI ¥ POTOKOJIBI YPOBHS MPUIIOKEHUI
26. Mepsl 1o obecrieueHno 0e30IacCHOCTH CeTH

27. OcHOBHBIE paboune XapaKTePUCTUKU CETU

28. Yrpasnenue (aiinamu konpurypauuu [0S

29. BetpoenHsble ciyX0bl MapLIpyTU3aLUU

30. KomMmyTHpyeMbIe ceTH

31. OcHoBHBIE KOHLETIUN KOMMYTAallUU U €€ HaCTPOHKa

32. ba3zoBble MapaMeTpsl KOMMYTaTropa

33. be30macHOCTh KOMMYTATOpa: YNPaBJICHNUE U BHEAPEHNE

34. CermeHTanuus BUpPTyajibHbBIX JOKaIbHBIX ceTeil (VLAN)

35. IIpoektupoBaHue U 6€30MaCHOCTh BUPTYaJIbHBIX JIOKabHBIX ceTell (VLAN)
36. KoHuenuus MapipyTu3anuu

37. HauanbHas ycTaHOBKa MapIIpyTH3aTopa

38. Pemienns MapiipyTH3ayu

39. Omnepauuu MappyTHU3aropa

40. PexomeHryembie MeTonbl pabotel ¢ VLAN

41. Hactpolika Mapmpytuzannu Mexnay VLAN

42. YcrpaHeHue HENONa 0K Mapmpytuzanny Mexay VLAN

43. KoMmmyTanus ypoBHs 3

44. Crarndeckas MaplIpyTH3aLUs

45. HacTpolika cTaTH4ECKMX MapIIpyTOB ¥ MApIIPYTOB IO YMOIYAHHUIO
46. Anamu3 CIDR u macku nozacetu nepemenHoi 1yuHbl (VLSM)



47. Hacrpoiika o0IInX 1 TIIABAIONINX CTATHYECKUX MapIIpyTOB

48. YcTpaHeHue HeNolIa 0K CTaTUYECKOro MapIpyTa U MapuIpyTa 10 yMOIYaHUIO
49. JlunamMuyecKe MPOTOKOIBI MapIIpyTH3ALUN

50. IIpoToKoIBI MapIIPYTHU3ALMKA HA OCHOBE BEKTOPOB PACCTOSTHUS
51. MapmpyTuzamus RIP u RIPng

52. JluHaMuyeckas MaplpyTHU3alys Ha OCHOBE COCTOSIHHSI KaHalla
53. Tabnuiia MapupyTH3AIIH

54. Ilpotoxon OSPF

55. Hacrpoiika npotokona OSPFv2 ¢ oxHoit 061acThio

56. Hacrpoiika npotokona OSPFv3 ¢ oxHoit 061acTsio

57. llpuHnu paboThl CIUCKOB KOHTPOJIS IOCTYTA 10 MpoTokoy [P
58. CranaapTHbIe CTUCKH KOHTPOJISA Aoctyna ams [Pv4

59. PacmmpeHHbIe CIIMCKHU KOHTPOIIA qoctyna ams [Pv4

60. McnpasieHue HEMoIagoK ¢ UCI0JIb30BaHUEM CIIMCKOB KOHTPOJIS 1OCTyIa
61. YcrpaHeHue HETONA0K CIIMCKOB KOHTPOJIS JOCTyIa

62. Criucku koHTpoua qoctyna [Pvo

63. DHCP

64. IIpoTokon TMHAMHYECKON KOH(GUTYpaIuu y3ia v4

65. IIpoTokon TMHAMHYECKON KOH(PUTYpaIUH y371a vo

66. [IpeoOpazoBanue ceTeBbiX aapecos [Pv4

67. Ipunnun padotst NAT

68. Hactpoiika NAT

69. Ycrpanenue Henonagok NAT

Kpurepun onennBanus

Onenka "OTIMYHO (1o)" BBICTABJISIETCSl  CTYAEHTY, IIOKa3aBIIEMY BCECTOPOHHHUE,
CHUCTEMaTU3UpPOBaHHbIC, [IYyOOKHE 3HAHUS YYEeOHOHM MNporpaMMbl AMCHUIUIMHBI, TMPOSBISAIOLIEMY
MHTEpeC K JaHHOW MpPEeAMETHOH 00IacTH, MPOAEMOHCTPUPOBABIIEMY YMEHHE YBEPEHHO U TBOPUYECKH
MPUMEHSTh UX Ha MPaKTHKE MPU PEILICHUH KOHKPETHBIX 3a]1a4, CBOOOIHOE U MPAaBUIILHOE 00OCHOBAHHE
HPUHATHIX PELICHAMN.

Onenka "ommuHo (9)" BbICTaBIsIETCA CTYIEHTY, IOKA3aBLIEMY BCECTOPOHHHE, CUCTEMAaTH3UPOBAHHBIE,
n1y0oKHe 3HaHUS y4eOHOH MPOrpaMMbl AUCHUIIIMHEL U YMEHHE YBEPEHHO NIPUMEHSTh UX Ha MPAKTHUKE
MIPH PELICHUH KOHKPETHBIX 3ajad, CBOOOJHOE U MPaBUIIbHOE 000CHOBAaHUE MIPUHATHIX PELICHUH.

Onenka  "ommuno  (8)" BBICTABIISIETCSI  CTYZIEHTY,  IIOKa3aBIIEMY  BCECTOPOHHHE,
CHCTeMaTH3UPOBaHHbIE, IIyOOKHE 3HAHUS y4eOHOH MPOrpaMMbl JUCLUIUIMHBI M YMEHHE YBEPEHHO
MPUMEHATh X Ha MPAKTHKE MPH PEIICHUH KOHKPETHBIX 33/1ad, NPaBUIbHOE 0OOCHOBAHHUE MPUHSATHIX
pelIeHni, ¢ HEKOTOPbIMU HEZ0UeTaMu.

Onenka "xopomo (7)" BbICTaBIs€TCS CTYIACHTY, €CJIM OH TBEPIAO 3HAET Marepuai, TPaMOTHO U IO
CYILECTBY M3JIaraeT €ro, ymMeeT NPUMEHSATh IOJy4YEHHbIC 3HAHUS HA INPAKTUKE, HO HEIO0CTATOYHO
IrpaMOTHO 00OCHOBBIBAET MOITYUYCHHBIEC PE3YIJIBTATHI.

Ornenka "xopomio (6)" BBICTaBISETCSA CTYAEHTY, €CIM OH TBEPJO 3HAET Marepuall, TPaMOTHO H IO
CYLIECTBY M3J1araeT ero, yMeeT NPUMEHATh MIOJyUYCHHbIE 3HAHUS Ha MPAKTHUKE, HO JIOIYCKAET B OTBETE
WIN B PELLICHNH 3a]1a4 HEKOTOPbIe HETOYHOCTH.

Onenka "xopomo (5)" BBICTaBISETCS CTYIEHTY, €CJIM OH B OCHOBHOM 3HAET MaTepuall, IPaMOTHO H 110
CYILECTBY M3JIaraeT ero, yMeeT NMPUMEHSTh MOJyUCHHbIC 3HAaHHUS Ha MIPAKTUKE, HO JIOIyCKAeT B OTBETE
WIH B PELICHUH 3a7a4 JOCTaTOYHO OOJIbIIOE KOJTMUYECTBO HETOYHOCTEH.

Onenka "ynoBneTBOpPUTENbHO (4)" BBICTABIsIETCA CTYIEHTY, IIOKa3aBIIEeMy (parMeHTapHBIMH,
pa3pO3HEHHBII XapakTep 3HAHUH, HEIOCTATOYHO MpPaBUIbHBIE (OPMYIUPOBKH 0a30BBIX MOHSITHI,
HapyILIEeHUs JIOTHYECKON MOCIE0BaTeIbHOCTU B U3JI0KEHUN MPOTPaMMHOTO MaTepuaa, HO MPH 3TOM
OH OCBOWJI OCHOBHBIC Pa3Ziebl yueOHOW MpOrpaMMbl, HEOOXOAMMBIE Ul JalbHEWIIero oOydeHus, u
MOYKET IPUMEHSTH MOJy4YeHHbIE 3HAHUA 110 00pa3iy B CTAHJAPTHON CUTYyallnH.

Onenka "ynoBneTBopuTenbHO (3)" BBICTABISIETCA CTYIEHTY, IIOKa3aBIIEMYy (parMeHTapHBIMH,
pa3po3HEHHBIH XapakTep 3HaHWM, Jomyckaronlemy omuOku B (popMynupoBKax 0a30BbIX HOHSTHH,
HapyIIEHUs] JIOTUYECKOH IMOCIeq0BaTeIbHOCTH B H3JIOKEHUM NPOTPAMMHOTO MaTepuana, ciado
BJIaJICET OCHOBHBIMU pasziesiaMy y4eOHOH MporpaMMbl, HEOOXOIUMBIMHU IS AaJbHEHIEro 00y4eHus 1
C TPYZIOM IIPUMEHSIET [TOJyYCHHbIE 3HAHUS AaKe B CTAHAAPTHOW CUTYalHH.



Onenka "HeylTOBIETBOPUTENHHO (2)" BBICTABISIETCS CTYJCHTY, KOTOPBIH HE 3HAET OOibIlei yacTu
OCHOBHOTO cOAepXaHUsl y4eOHOW MpOrpaMMBbl JIUCHUIUIMHBI, JOIMyCKaeT rpyOble OmMOKH B
(bopMyIHPOBKaX OCHOBHBIX IPUHIMIIOB M HE YMEET MCIOIb30BaTh NOITYyUYEHHbIC 3HAHUS NP PEIICHUN
THUIIOBBIX 33]1a4.

Ouenka "HeynmoBieTBOpUTeNbHO (1)" BBICTABIACTCS CTYIACHTY, KOTOPBI HE 3HAeT OCHOBHOTO
cojiep KaHusl y4eOHOH MpOorpaMMbl TUCIUILTUHBI, JOMycKaeT rpyOeiiiue omuoK B GOpPMYITHPOBKaX
0a30BBIX TOHATUH IUCUUILIMHBI M BOOOIIE HE MMEET HABBIKOB PEUICHUS THIIOBBIX MPAKTUYCCKHX
3ajad.

5. MeTonuyeckne MaTepuaJbl, onpeaesione NpoueIypbl OlleHUBAHUS 3HAHUIN, YMEHNH, HABHIKOB H
(W) onbITA AESATEJIbHOCTH

3auer B 5 cemectpe m AuddepeHIMPOBAHHBIA 3a4eT B 6 ceMecTpe MPOBOIATCS HA OCHOBAHHH
MIPOXOKJICHUS BHIMIOTHEHUS TEKYIINX 3aJaHUH.



